
DATA TRANSFER AGREEMENT



Regarding

Access to Clinical Research Data
Between

THE AGA KHAN UNIVERSITY-KENYA
And

ACADEMIC COLLABORATOR NAME  
This Data Transfer Agreement (“Agreement”), dated __,  (the “Effective Date”), is entered into by and between  
THE AGA KHAN UNIVERSITY-KENYA (the “University ”) a duly registered private university established under the Laws of Kenya having a main office at 3rd Parklands Avenue, Off Limuru Road, P. O. Box 30270 – 00100 Nairobi, Kenya 

and
(ACADEMIC COLLABORATOR NAME)________________________of address ___ __________________(the “Data Recipient”).  
(The University and Data Recipient may be referred to herein by name or individually, as a “Party” and collectively, as the “Parties”).
WHEREAS:
A. The University through its department of _______________, conducts research focused ______ ______________________________________________________________;

B. The University owns health information data and materials (the “Data”) resulting from clinical trials or observational studies relating to its abovementioned goals;

C.
The Data Recipient believes that some of the Data that the University has developed would be beneficial to furthering the Data Recipient’s research goals and desires to obtain, such Data in accordance with the assurances set forth in this Agreement;

D. The Data Recipient wishes to access the Data that the University has or will be collecting, storing and developing for the intended purpose of the Study   and commits to use such Data  in accordance with the terms of this Agreement;

E. Parties wish to exchange certain information for purposes described in more detail below;

F. Parties wish to adduce adequate safeguards in connection with such transfers of data with respect to the protection of privacy and fundamental rights and freedoms of the data subjects;

In consideration of the mutual covenants and promises set forth herein, the Parties agree as follows:

1. Applicable Data.  The University will make available to the Data Recipient the Data specified at Appendix A which excludes the following identifiers for the individual who is the subject of the information or of relatives, employers, or household members of the individual (the “Limited Data Set”):
(a)
Names;

(b)
Postal address information (other than town or city, state and zip code);

(c)
Telephone numbers;

(d)
Fax numbers;

(e)
E-mail addresses;

(f)
Social security numbers;

(g)
Medical record numbers;

(h)
Health plan beneficiary numbers;

(i)
Account numbers;

(j)
Certificate/license numbers;

(k)
Vehicle identifiers & serial numbers, including license plate numbers;

(l)
Device identifiers & serial numbers;

(m)
Web Universal Resource Locators (URL’s);

(n)
Internet Protocol (IP) address numbers;

(o)
Biometric identifiers, including finger and voice prints; or

(p)
Full face photographic images and any comparable images.

2. Permitted Uses and Disclosures  

(a)
The Data Recipient will limit the use and disclosure of the Limited Data Set(s) to conduct research related to achieving its goals as represented above.  The Data Recipient may also de-identify the Limited Data Set and aggregate it with other de-identified information.  

(b)
The Data Recipient will restrict access to the Limited Data Set to only those individuals involved in the Data Recipient’s research who have a need to access the Limited Data Set to carry out their duties as they relate to the Permitted Uses and Disclosures identified above, and any such access will be consistent with the assurances and obligations set forth in this Agreement. 
3. The University’s Assurances.

The University warrants and undertakes that: 

a) The Data has been collected, processed and transferred in accordance with the laws applicable to the University. 

b) It has used reasonable efforts to determine that the Data Recipient is able to satisfy its legal obligations under these clauses.

c) It will provide the Data Recipient when so requested, with copies of relevant data protection laws or references to them of the country in which the University is established. 

d) It will respond to enquiries from data subjects and the authority concerning processing of the Data, to the extent reasonably possible and with the information reasonably available to it. Responses will be made within a reasonable time.

e) It will make available, upon request, a copy of the clauses to data subjects, unless the clauses contain confidential information, in which case it may remove such information. Where information is removed, the University shall inform data subjects in writing of the reason for removal and of their right to draw the removal to the attention of the authority. However, the University shall abide by a decision of the authority regarding access to the full text of the clauses by data subject, as long as data subjects have agreed to respect the confidentiality of the confidential information removed. The University shall also provide a copy of the clauses to the authority where required.

4. The Data Recipient’s Assurances
The Data Recipient makes the following assurances to the University with respect to the Limited Data Set(s) it receives pursuant to this Agreement. 

(a) The Data recipient acknowledges that the Data is owned by the University;

(b)
The Data Recipient will not use or further disclose the Limited Data Set(s) other than as permitted by this Agreement or as otherwise required by law.  In no event will the Data Recipient use or further disclose the information that would violate any local applicable laws of the country where the Data Recipient is based.

(c)
The Data Recipient will use appropriate safeguards to prevent use or disclosure of the Limited Data Set other than as permitted by this Agreement.  

(d)
The Data Recipient will report to the University any use or disclosure of the Limited Data Set(s) not provided for by this Agreement of which the University becomes aware.

(e)
The Data Recipient will ensure that any agents, including subcontractors, to whom it provides the Limited Data Set(s), if any, agree to the same restrictions and conditions that apply to the Data Recipient with respect to such information.

(f)
The Data Recipient will not attempt to identify the information or contact the individuals for whose records are contained within the Limited Data Set.

(g)
The Data Recipient will employ appropriate safeguards applicable to the Limited Data Set(s) received, maintained, or transmitted in electronic form.
(h)  The Data Recipient will ensure compliance with the Data Protection Act, 2019.

(i) The Data Recipient will have in place appropriate technical and organizational measures to protect the Data against accidental or unlawful destruction or accidental loss, alteration, unauthorized disclosure or access, and which provide a level of security appropriate to the risk represented by the processing and the nature of the data to be protected.

(j)   The Data Recipient will have in place procedures so that any third party it authorizes to have access to the personal data, including processors, will respect and maintain the confidentiality and security of the personal data. Any person acting under the authority of the Data Recipient including a data processor, shall be obligated to process the personal data only on instructions from the Data Recipient. This provision does not apply to persons authorized or required by law or regulation to have access to the personal data. 

(k)
The Data Recipient will identify to the University a contact point within its organization authorized to respond to enquiries concerning processing of the personal data, and will cooperate in good faith with the University, and the authority concerning all such enquiries within a reasonable time. 

(l)
Upon reasonable request of the University, the Data Recipient will submit its data processing facilities, data files and documentation needed for processing to reviewing, auditing and/or certifying by the University (or any independent or impartial inspection agents or auditors, selected by the University and not reasonably object to by the Data Recipient) to ascertain compliance with the warranties and undertakings in these clauses, with reasonable notice and during regular business hours. The request will be subject to any necessary consent or approval from a regulatory or supervisory authority within the country of the Data Recipient, which consent or approval the University will attempt to obtain in a timely fashion.

5. Procedures for Dispute
At any point of time, the University may in writing deny Data access to a Data Recipient on one of the following two grounds:
i) the Data is being requested for purposes inconsistent with the goals of the University; or 
ii) access to the Data threatens the University’s own ability to utilize the Data to achieve its objectives.
6. Term
This Agreement shall commence on the date it has been signed by all Parties and shall continue until the Study is completed or until terminated by either Party.

7. Indemnification
i. The Parties will indemnify and hold each other harmless against legal or administrative actions or claims and all related liabilities, losses, costs or expenses (including reasonable legal fees and expenses) (collectively the “Liabilities”) which may be brought against a Party and which are caused by the other Party’s breach of its assurances pursuant to this Agreement. Such indemnification will be limited to those Liabilities, in whole or in part, that are not attributable to the breach of the Party seeking such indemnification of its assurances or to its own negligence or willful misconduct.  
ii. In no event shall either Party or its affiliates be liable or obligated to the other Party in any manner for any loss of profits and lost revenue, or any other damages of special, non‐compensatory, consequential, indirect, incidental, statutory or punitive nature, regardless of the form of action, whether in contract, tort, negligence, strict product liability or otherwise, even if informed of or aware of the possibility of any such damages in advance, provided that this limitation of liability shall not apply to third party claims for which a Party is required to indemnify the other Party, or to the extent that it would be invalid by law. The Parties agree that the obligations of this paragraph will survive the termination of this Agreement.
8. Recognition
Unless otherwise agreed, the Data Recipient will be required to give due credit the University for use of the Data in all publications, materials and presentations in which results generated wholly or partially through use of the Data are discussed. If mutually agreed, the University and Data Recipient may share authorship of any resulting publications if each has sufficiently contributed to the publication to warrant such recognition.
9. Changes to this Agreement 
Unless this Agreement expressly permits a different form, any change to this Agreement must be made in writing in order to be effective. At any time during the term of the Agreement, either Party may request, and the other Party shall agree to, such changes to the Agreement that are necessary for data protection compliance. 

10. Notices 
Any notice permitted or required as provided for herein will be in writing and to the contact and address as noted below or as may be provided by either Party to the other in writing from time to time. 

For The Aga Khan University-Kenya:
With a copy to:
For Data Recipient:
With a copy to: 
11. Confidentiality

a) The Parties may receive confidential information from each other in connection with this Agreement and both Parties agree not to disclose the confidential information of the other to any person or third-party or use such confidential information for its own purposes without prior written consent of the other Party.

b) Confidential information shall also include information marked or otherwise designated confidential by its owner or which the either Party knows or reasonably should know is not generally known to the public. Confidential information does not include information publicly known or readily available from public sources. These obligations shall not apply to any confidential information that one Party is required by law to disclose and in such circumstances the disclosing Party shall where possible notify the other Party in writing and in advance of such disclosure.
12. No partnership or agency

Nothing in this Agreement is intended to, or shall be deemed to, establish any partnership agency of joint venture between any of the Parties, nor shall it authorize any Party to make or enter any commitments for or on behalf of any other Party except as expressly provided.

13. Waiver

No failure or delay by either Party in exercising any right, power or privilege under this Agreement shall operate as a waiver of that right, power or privilege and no single or partial exercise by any Party of any right, power, remedy or privilege shall preclude any further exercise of that right, power, remedy or privilege.  

14. Assignment

Neither Party shall assign, transfer, mortgage, charge, delegate or subcontract to any third party, declare a trust over or deal in any other manner with any or all its rights and obligations under this Agreement without the prior written consent of the other Party.
15. Breaches of this Agreement
a) Each Party must notify the other Party in writing (and with all relevant details) if it:

has breached this Agreement; or it should reasonably anticipate that it may breach this Agreement and provide any information about this which the other Party reasonably requests.

b) If the Data Recipient has breached this Agreement, and this has a Significant Harmful Impact, (means that there is more than a minimal risk of a breach of the Agreement causing (directly or indirectly) significant damage to any data subject or the other Party), the Data Recipient must take steps without undue delay to end the Significant Harmful Impact, and if that is not possible to reduce the Significant Harmful Impact as much as possible. 

c) Until there is no ongoing Significant Harmful Impact on data subjects, the University must suspend sending transferred Data to the Data Recipient;

d) If the breach cannot be corrected without undue delay, so there is no ongoing Significant Harmful Impact on data subjects, the University may terminate this Agreement.

e) If the University has breached this Agreement, and this has a Significant Harmful Impact, the University must take steps without undue delay to end the Significant Harmful Impact and if that is not possible to reduce the Significant Harmful Impact as much as possible. 

f) Until there is no ongoing risk of a Significant Harmful Impact on data subjects, the  University must suspend sending transferred Data to the Data Recipient.

g) If the breach cannot be corrected without undue delay, so there is no ongoing Significant Harmful Impact on data subjects, the Data Recipient may terminate this Agreement.

16. Resolution of disputes with data subjects or the authority 

a) In the event of a dispute or claim brought by a data subject or the authority concerning the processing of the Data against either or both of the Parties, the Parties will inform each other about any such disputes of claims and will cooperate with a view to settling them amicably in a timely fashion. 

b) The Parties agree to respond to any generally available non-binding mediation procedure initiated by a data subject or by the authority. If they do participate in the proceedings, the Parties may elect to do so remotely (such as by telephone or other electronic means). The Parties also agree to consider participating in any other arbitration, mediation or other dispute resolution proceedings developed for data protection disputes. 
c) Each Party shall abide by a decision of a competent court of the University’s country of establishment or of the authority which is final and against which no further appeal is possible. 

17. Termination

a) This Agreement may be terminated by either Party without cause by either Party giving the other one (1) month’s written notice 

b) This Agreement may terminate with immediate effect upon the occurrence of any of the following events or conditions: 
i. The Parties terminate this Agreement by mutual consent to be confirmed in writing and signed by the Parties;

ii. If a Party commits a material breach of any term of this Agreement which breach is irremediable or (if such breach is remediable) fails to remedy that breach within a period of twenty-eight (28) days after being notified in writing to do so;

iii. If a Party repeatedly breaches any of the terms of this Agreement in such a manner as to reasonably justify the opinion that its conduct is inconsistent with it having the intention or ability to give effect to the terms of this Agreement which may be considered a material breach;

iv. A Party (i) petitions for bankruptcy or reorganization under bankruptcy laws or (ii) experiences a significant change in its financial or operational capabilities which in the opinion of the other Party seriously affects the Party’s ability to perform the responsibilities under this Agreement;

c) In the event that the Data Recipient is in breach of its obligations under these clauses, then the University may temporarily suspend the transfer of Data to the data Recipient until the breach is repaired or the contract is terminated. 

d) The Parties agree that the termination of these clauses at any time, in any circumstances and for whatever reason does not exempt them from the obligations and/or conditions under the clauses as regards the processing of the Data transferred.
e) In the case of any termination or end of term, the Recipient shall discontinue all use of the Data and, at the University’s discretion, promptly return to the University or destroy all unused Data in accordance with the University’s instructions. 
18. Force Majeure

a) Neither Party shall be in breach of this Agreement nor liable for delay in performing, or failure to perform, any of its obligations under this Agreement if such delay or failure result from events, circumstances or causes beyond its reasonable control (‘Force Majeure’). ‘

f) In such circumstances the affected Party shall be entitled to a reasonable extension of time for performing such obligations. If the period of delay or non-performance continues for thirty (30) days, the Party not affected may immediately terminate this Agreement by giving written notice to the affected Party.

g) Without limiting the foregoing, the following shall constitute events or conditions of Force Majeure: acts of state or governmental action, terrorism, riots, disturbances, war, strikes, lockouts, slowdowns, prolonged shortage of energy or other basic supplies, epidemics, fire, flood, hurricane, typhoon, earthquake, lightning and explosion or any other cause beyond the reasonable control of the Party affected (“Force Majeure”). 

19. Dispute Resolution
a) Where a dispute arises, the Parties shall initially work at resolving this amicably within thirty (30) days through their senior executives. 

b) Should the matter remain unresolved after the thirty (30) days, the Parties may resort to arbitration by a single arbitrator who shall be mutually agreed between the Parties or in default of such agreement within 14 days of the notification of a dispute, upon the application of either Party, by the Chairman for the time being of the Kenya Branch of the Chartered Institute of Arbitrators of the United Kingdom.

c) Such arbitration shall be conducted in Nairobi in accordance with the rules of Arbitration of the said Institute and subject to and in accordance with the provisions of the Arbitration Act No.4 of 1995.To the extent permissible by law, the determination of the Arbitrator shall be final and binding upon the Parties.

d) Either Party to the Agreement who encounters concerns which fail to be resolved through arbitration or whose circumstances change in such a manner that it would be impossible to continue with the Agreement, shall give the other party a two (2) month notice of intent to terminate the Agreement.
e) In the event of a dispute or claim brought by a data subject or the authority concerning the processing of data against either or both of the Parties, the Parties will inform each other about any such disputes of claims and will cooperate with a view to settling them amicably in a timely fashion

20. Governing Law
This Agreement shall be governed by and construed in accordance with the Laws of Kenya.
21. Entire Agreement
This Agreement constitutes the entire agreement and supersedes any prior oral or written agreements or communication between the two Parties regarding its subject matter. The provisions of this Agreement re severable so that if any terms or provision is found for any reason to be invalid, illegal, or unenforceable, such finding shall not affect the validity, construction, or enforceability of any remaining terms or provision. This Agreement may be amended or modified only by a mutual written agreement (modification) of the Parties, as may be applicable, to reflect prevailing circumstances.

IN WITNESS WHEREOF, the Parties have caused this Data Transfer Agreement to be executed by their duly authorized representatives as of the date first written above. The signatories below confirm that they are the legal, authorized signatories to sign on behalf of their respective institutions for this Data Transfer Agreement.

For THE AGA KHAN UNIVERSITY -KENYA,
By: 






Name: Veronica Robi
Title: Director, Grants & Awards
Date:

For ACADEMIC COLLABORATOR NAME  
By: 






Name:

Title: 

Date:

Witness:

______________________________ 




Name:                                                                                                 
Date:                                                                                                    

Acknowledgement:

I have read, understood, and hereby agree with this Data Transfer Agreement.

________________________________

PRINCIPAL INVESTIGATOR

The Aga Khan University-Kenya
Date:
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